Attachment 8. PIAs Warehouse, Platforms - Privacy Impact Assessments (PIAs) for the Data Warehouse,
Public Health Surveillance Platform and Consolidated Statistical Platform

06.1 HHS Privacy Impact Assessment (Form) / Data Warehouse Primavera ProSight
CDC PIA (April 2011)

PIA SUMMARY

———

v
-

- 'y

mmmw-mm mmmwmmmmmmmammmmmma
Management and Budget (OMB) and public posting in accordance with OMS Memorandum (M) 03-22

Note wamwnmmmmmuMMﬂmm-mmmm i the systern hasts & website, the Website Hosting
Wmswmummwdmmdmwwmm If no Pl is contained in the system,
Mmmmmmmrﬁmmmmmnmmmummymwmmm If this system
contains P!, all remaining queshens on the PIA Form Tabs mus! be compiated prior fo signature and promotion

T summary of PIA Required Questions
*Ig this @ nev: PI4?

'No .
If this i= an exictng BIA, piesss srowde 3 reeson for revsion:
C&A Annual Reguirements

*1. Date of this Submiszion:

10/24/2011

.'ZOPDNW_

CcDC

=32 Unique Project Identifier (UPI) Numbar for cument fiscal year

009-20-01-02-01-0208-00

=4 Prvacy Act System of Racords Notice (SORN) Number (If response to Q.21 is Yes. a SORN number is required for Q 4)

09-20-0136

*5. OMB taformation Callection Approva! Number
*6 Other identifying Number(s):

*7. System Name fAlign 'with system ftem name}:

Data Warehouse (DW)

g System Pomt of Contact (POC) mWPx&mwmmmmmmﬂmﬁmemmmyhm-

. s s Mo, il |

| Point of Contact Information

[ Robb Chapman

“10. Provide an overviow of the system F "

Note: HSSNa';tSom' | Security Nurmars} will be collected, maintained (stored), disseminated and/or pass through within any database(s).
recorcts), file(s) or websie(s) hostsd by this system you must complete and submit Attachment A - SSN Elimination or Usage
Approvat Request located at |11 Hr et G e O :'.!"-\-.i;':: policy. hiimd

R TRY wthe ST N SIS LIECHSSATY (ie Of BT DA ST Rals

N P acderal empioyred 70/ Feiaeny’ prgrent

*13 Indicate if the System 15 new ar an existing one Samg modified:
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|
!

Wmmm@mdmmmmm-mmamwwmmm

1‘ﬂoo::ﬂwmmm maintsin tstore), disseminate and/or pass through PIT within any database(s), record(s). file(s) or wobs#e{s) hostad by this I
IR L fFihe nswer tp Quastion 17 i “Nie™ (indicating the systam does nat contain Plj, only the ramaining PIA Summary tab questions nead o be completed |
Ilamr-m If the system doas contam PIf, the full PIA must be completed and submitted. (Although note that “Employee systems, " le, systems thal |
;MWWMM&MWMUJMW empioyed fby] the Federal Government - only need fo compiete the PIA |

Yes

17a. Is this & GSS PIA includad for C&A purposes only. with no ownarship of undering appiication data? If the response fo Q. 17 is Yes, the response 1o
Q!?Mwmwwummm.hm NOTE TO BF DETERMINED AND COMPLETED BY OCISO ONL Y1

=19 Areswoonta onthe SyEST AENeved by ! or mors P date cidmenis?

Yes

=21 Is the System subject to the Privacy Act? (it the rsponse o Q. 1975 Yes the msponse to Q.21 must b2 Yes and & SORN number is required for Q.4)
Yes

=23 {fthe systam shares or discloses P! please spacify with whom and for what purpose(sk

.30 T o~ e T I— s
THLY regrwaents feders] confect dane) mmmmwmnmnmumﬁmmnw
contims FII and (3] Whather submission of peesonal information i yoluniary or mantdidfory
'm-sammjwmﬁmmmm*mmmm&smmmmmwm.
'31_.Pmaewihemw-mmhpﬁum-mwyw-mwmmm-mmnnm.mmmm
pqumumng.mmmmmmwmmmummuummmmmmwm

| individuats regacding what Pli s being collected from them: and (3) How the information will be used or shared. Note. Please describe in what format
| incniduais wil be given nofice of consent [e.g.. whitten notice. electronic notice. efe. ).

None

*32 Does the sysiem host a wobsite? (ote: ¥ the sysfan hosfs 2 website, he Wobsite Hostng Practicos sechion is requirsd 1o be completed regardiess of
the presesca of Pll)

No

“37 Does the wobste bave anv informalion or pages dimeted af chitdrn ynder the age of thirteen?

N/A

50 mmm«mmmmmsummﬁ-mdmmnmmmmmmmm
Destruction section in SORN)

Yes

54 mmammmmmwwuwmmmm. technical, and physical controls:

ms,mmmﬂmmdmcm'mmnsmmmmﬁmm
25signed security professional, as well as OIG audit and OCISO requirements.
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40 Doas the website contain ks to sifes sxtemal o HHS fhat owns and/or operates the system®

! 408 K yes. note whether the system provides a dissizimer nofice for usars that fallow external finks fo wehsites not owned or gperated gy HHS.

| | ADMINISTRATIVE CONTROLS ]

T 77 Administrative Controis T 5 T
Note: T5i= DIA usas the terms “Adminisative * “Tachnizal” ot “Physical” fo rafer to securfy contro! questions  forms that are used in seven! Sadera!
iaws when referencing secunly requirements.

41, Has the system henn certified and acemdited (CAAY?

Yes

I 212 Wves please indicate when the C&A was compieted (Nofe: The C&A date 's populated in the Sysfem Inveniory form via the responsitie Security
personnei)

11/14/2008

47D, If 3 system roquires @ C&A and no C&A was completed. is 2 C3A in progness?

42 Is thore 2 system secunily plan for this system?

Yes

43 s thers 3 contingenty (or backup) plan for the system?
Yes

44 Arp files backed up reguiary?

Yes

45. Are backup files stored offsite?

Yes
46 Are thers user manuals - the system?

Yes

47 Have personnal (system awners, managers, operators. contraciers and/or program menagers! using the system been trained and made aware of their
responsibilities for protacting the mformation being collacted and maintained?

Yes

48, I contractors opersio or use the syshem, do the rontacts include ciswses ensuning ackemnre fo privacy crovisions and practioes®
Yes

49, Are methods iz place t ensure lenst privitege i 2., “need fo knaw™ and scoountabiity)?

Yes

493, If yes, please spacify method(s!

Access is role based and Emited to technical 522, No TIF is available to the general contractor population.

50, Are there palicies or guidslines in place with mgar 1o the refention and destruction of PiI? (Refer to the C8A peckage and/or the Records Retention
and Destruction section in SORN):

Yes
50a. If yes. please prowrde some detall about thess poficies/practices
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APPROVAL/DEMOTICN

 System Information
System Name: Data Warehouse (DW)

mmmmwawm

| OPDIV Senior Official for Privacy or Designee Approval

MW&M“MWM#&MMIM mmmmmm !
~otain a hard copy for the OPDIV's records. Submitting the PIA will indicate the reviewing official has endorsed it '

This PIA has been reviewsd and endorsed by the OPDIV Senicr Official for Privacy or Designee (Name and Date):

' Department Approval to PublishtotheWeb =
wfnrmbm —
Date Published:

mwmm«mmmm
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06.1 HHS Privacy Impact Assessment (Form) / Public Health Primavera

Surveillance Platform - Case Notification (PHSP-CN) ProSight
CDC PIA (April 2011)

- PIA SUMMARY ' ' T
| The following required questions with an asterisk (*) rapresent the information necessary wmmm&myforw&mmmomd

mwmwm;mmpmmmmmmmmm |

Note: If 2 question or its response is not applicable, please answer “N/A" to that question where possible. If the system hosts a website, mwmnmmg|
Practices section Is required to be completed regardiess of the prasence of personally identifiable information (Pll). If no Pl is contained in the system,
please answer questions in the PIA Summary Tab and then promote the PIA to the Senior Official for Privacy who will authorize the PIA. If this system
contains Pll, all remaining questions on the Pl4& Form Tabs must be completed prior to signature and promotion. 1

' ' Summary of PIA Required Questions

“Is this a pew PIA?

Yes
If this is an existing PIA, please provide a reason for revision:

*1. Date of this Submission:
October 11, 2012
2. OPDIV Name:
OSELS/PHISIPO/DISO
None
| “a. Privacy Act System of Records Notice (SORN) Number (I response to Q.21 is Yes, a SORN number is required for Q.4):
Not Applicable
*5. OMB Information Collection Approval Number- |
Not Applicable |
"6, Other dentitying Number(s):
ESCID 2184
| *7. Systam Name (Align with system item name):

'Public Health Surveillance Platform — Case Notification (PHSP-CN)

| *9. System Point of Contact (POC). The Systam POC is the person to whom questions about the system and the responses to this PIA may be addressed:

‘mawm

1= —_— — e — — ——— —

| |
N i Laura Conn (Business Steward) ‘
|

*10. Provide an overview of the system:

Note: If SSN's(Social Security Numbers} will be collected, maintained (stored), disseminated and/or pass through within any database(s),
record(s), file(s) or website(s) hosted by this system ynu must complete and swmit Attachment A - SSN Elimination or Usage
Approval Request located at hitp://intrane )

Note: According to OMB 07-16M. All agencies MUSTpammare in govemmenr mde ottt o eliminate unnecessary use of and explore altematives to
apency use of Sogial Security Numbars as a personal idantifier for both Federal employees and in Fader! programs.
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'CDC’s PHSP-CN system is a multifaceted public health disease surveillance system that

New

system?

gives public health officials powerful capabilities to monitor the occurrence and spread of
diseases. Facets of PHSP-CN will be used by numerous state, territorial, tribal, and local
health departments; and by partner organizations, such as the Council of State and
Territorial Epidemiologists (CSTE), to

facilitate collecting, managing, analyzing, interpreting, and disseminating health
related data for diseases designated as nationally notifiable,

develop and maintain national standards (for example, consistent case definitions for
nationally notifiable diseases) applicable across states,

maintain the official national notifiable diseases statistics,

provide detailed data to public health partners to aid in identifying specific disease
trends,

work with states and partners to implement and assess prevention and control
programs, and

publish summarized data ﬁndmgs from 57 state, territorial, and local reporting
jurisdictions in the Morbidity and Mort: :

http://wwwn.cdc.gov/nndss/ (reference source)
Note: SSN is not being collected or analyged in this project.

*13. Indicate if the system is new or an existing one being modified:

| TIP: If the answer to Question 17 is “No" (indicating the system does not contain Pll), only the remaining PIA Summary fab questions need fo be completed
| and submitted. If the system does contain Pil, the full PIA must be completed and submitted. (Although note that “Employee systems,” - i.e., systems that

| colfect Pl ~permitting the physical or online contacting of a specific individual ... employed [by] the Federal Government - only need o complete the PIA
| Summary tab.)

'Yes

173. Is this a BG5S PIA included for C&A purposes only, with no ownership of underlying application data? If the response to Q.172 is Yes, the response o
Q.17 should be No and only the PIA Summary must be completed. NOTE: TO BE DETERMINED AND COMPLETED BY OGISO ONLY!!!

*19. Are records on the system retrieved by 1 or more Pii data efements?

No

*21. Is the system subject to the Privacy Act? (If the response to Q.15 is Yes, the response to Q.21 must be Yes and a SORN number is required for Q.4)

‘No

| 23 If the system shares or discloses P, please specify with whom and for what purpose(s):

, PHSP-CN shares PII data with CDC personnel working in OID.

. *30. Please describe in detail: (1) The information the agency will collect, m.wmm(msmﬁmmmmmhmm
| ONLY represents federal contact data); (2) Why and for what purpose the agency will use the information; (3) Explicitly indicate whether the information
| contains PlI: and {4) Whether submission of personal information is voluntary or mandatory:
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*17. Does/Will the system collect, maintain {store}, disseminate and/or pass through Plf within any database(s), record(s), file(s) or website(s) hosted by this |



(1) Contains generic patient (case) contact data

(2) Case notification (i.e. state public health departments sends data to CDC regarding
notifiable conditions)

(3) Case notification data contains the PII (birth date, zip code, county)

(4) Case notification data submission to CDC by state public health departments is
voluntary. But the state public health departments collect the PII as mandatory data
elements. CDC does not receive all the PII collected by state public health
departments. Case notification data received by CDC has a local case ID created by
state public health case notification surveillance system. For more information,
please see the NNDSS website -

://wwwn.cdc.gov/nndss/script/DataCollecti

! *31. Please describe in detail any processes in place to: (1) Notify and obtain consent from the individuals whose Pll is in the system when major changes

occur to the system (e.g., disclosure and/or data uses have changed since the notice at the time of the original collection); (2) Notify and obtain consent from

| individuals regarding what Pl is being collected from them; and (3) How the information will be used or shared. (Note: Please describe in what format
| individuals will be given notice of consent [e.g.. written notice, electronic notice. ete.Jj:

' (1) CDC Case notification data does not contain direct personal identifiers (e.g.
Name, Contact information for patients / subjects). CDC cannot notify and

obtain consent from the individuals whose PII is in the system when major
changes occur to the system. All the communication to the patient or subject
has to go through the reporting jurisdiction because the reporting jurisdiction |
| retains all the contact information for the patients / subjects in their local '
jurisdictional case notification surveillance system.

(2) CDC cannot notify and obtain consent from individuals regarding what PII is
being collected from them because CDC case notification data does not
contain direct personal identifiers. All the communication to the patient or
subject has to go through the reporting jurisdiction.

(3) Written notice or electronic notice cannot be given directly to patient or
subject as the CDC case notification data does not contain direct personal
identifiers (Name, Contact information). All the communication to the patient
or subject has to go through the reporting jurisdiction.

*32. Doss the system host a website? (Note: If the system hosts a website, the Website Hosting Practices section is required to be completed regardiess of
the presence of Pll)

Yes

|'37.Dwah&hhmmyfdmﬁonorpagnsdmctadmmﬂdm under the age of thirteen?

‘No

| *50. Are there policies or guidelines in place with regard 1o the retention and destruction of PII? (Refer to the C&A package and/or the Records Retention and
| Destruction section in SORN)

'Yes

: *54. Briefly describe in detail how the Pl will be secured on the system using administrative, technical, and physical controls:

'PII will be secured using a layered approach. Physical controls are in-place by virtue of the
'hosting environment. Administrative controls are in-place by virtue of a limited user base
(i.e., access is not open). Technical controls are in-place at the application level to grant
|access to data based on authentication and authorization (e.g., role-based access to
jurisdictionally-based data only).
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: ' ' ~ WEBSITE HOSTING PRACTICES i

*32. Does the system host a website? (Note: If the sysitem hosts a website, the wmmmmmnké&fmmmmwd '

|
! the presence of Pli)

Yes

|

| Please indicate “Yes™ or “No” for each Yes/ No
type of site below. If the system hosts
e

Internet

' | Intranet : Yes
Both No

1
33. Does the system host a website that is accessible by the public and does not meet the exceptions listed in OMB M-03-227
| Nate: OMB M-03-22 Attachment A, Section IHl, Subseclion C requires agencies o post a privacy policy for websites that are accessible to the public, but
| provides three exceptions: (1) Websites containing information other than "govemment information” as defined in OMB Circular A-130; (2) Agency intranet
| websites that are accessible only by authorized govemment users (employees. contractors, consultants, lellows, grantees); and (3) National security systems
| defined at 40 U.S.C. 11103 as exempt from the definition of information technology (see section 202(i) of the E-Government Act.).

'No.
34. If the websita does not meet one or more of the exceptions described in Q. 33 (L.e., response lo Q. 33 is "Yes®), a website privacy policy statement

(consistant with OME M-03-22 and Titie Il and Ill of the E-Govemment Act) is required. Has a website privacy policy been posted?
{Note: A website privacy policy ie required for Internet sites only.)

Not Applicable
35. If a website privacy policy is required (i.e.. response to Q. 34 is ~Yes"), is the privacy policy in machine-readable format, such as Platform for Privacy
Preferences (P3P)? _ |
{Note: Privacy policy in machine-readable format is raquirnd for Internet sites only.) |
" |
Not Applicable .
| 35a. If no, please indicate when the website will be P3P compliant:
N/A |
| 36. Does the website employ tracking technologies? |
No !
|

| Please indicate “Yes", “No", or “N/A" for each type of | Yes/No/N/A
I iw:bﬂugs No

. [Wﬂbm ' : : No

| Session Cookies " ' No
I . . "
Persistent Cookies , No |

Other S ' No

*37. Does the website have any information or pages directed at children under the age of thirteen?

No

Page 14 of 20



- APPROVAL/DEMOTION

! System Information s i
| System Name: Public Health Surveillance Platform — Case Notification (PHSP-CN)

| Senior Official for Privacy Approval/Promotion or Demotion

Promotion/Demotion: PROMOTE
Comments:

~ | OPDIV Senior Official for Privacy or Designee Approval

Please print the PIA and obtain the endorsement of the reviewing official below. Once the signature has been collected,
retzin a2 hard copy for the OPDIV's records. Submitting the PIA will indicate the reviewing official has endorsed it

mismnasbeenmmmuwmmwmmmmmmmmwugmmt

. o il i pate: 16 October 2012
7
Name: Beverly E. Walker
Date:

| Department Approval to Publish to the Web

Approved for web publishing

Date Published:

Publicly posted PIA URL or no PIA URL explanation:
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06.1 HHS Privacy Impact Assessment (Form) / Consolidated Primavera
Statistical Platform | _ ProSight

CDC PIA (April 2011)

| I — __PIASUMMARY

e

WMHOWWWwhmmn;—(jwmmmémmwmmmmmbrmwmma
WMMW(MJWMMMWMMWMM)ma

| Note: If a question or jts response is not appficable, please answer “N/A™ to that question where possible. If the system hosts a website, the Website Hosting
Practices section is required fo be completed regardiess of the presence of personally identifiable information (PII). If no Pil is contained in the system,
please answer questions in the PIA Summary Tab and then promote the PIA ta the Senior Official for Privacy who will authorize the PIA. If this system
contains Pll, all remaining questions on the PIA Form Tabs must be complated prior to signature and promation.

H#ns:sman‘sﬂwPM.pbasemdearmnmmm;m

Annual Self-Assessment

*1. Date of this Submission:

‘April 11, 2012

j *2. OPDIV Name:

ITSO

| 3. Unique Project identier (1JPY) Number for current fiscal year:

009-20-02-00-01-1152-00

'4 anaqrAd%mdMMfSOﬂN) nkmbar(ffresmmmo;érm'rs aSDRNmnbarmmqwmforO«c)
No

5. OMB Information Collection Approval Number:
No

| "6. Other Identifying Numberfs):

No

Z Sym‘emNm(Mynmmmmnffemnam,

Consolidated Statistical Platform (CSP)

8. WMNCWM{POC}. The System POC is the person to Mq@wsmmmwmmmmpu maybea&:?;ssed:

L BAS : |

pocName | ~ Jim Landers|

*10. Provide an overview of the system:
| Note: It SSN's(Social Security Numbers) will be collected, maintained (stored), disseminated and/or pass through wnmn any database(s),
record(s), file(s) or website(s) hosted by this systern ynu rnust complete and submit Attachment A - Elimination or Usage

|chm'ngwoﬁ$nz -16M. All agencies MUSTnamapaaemgowmmM-mewFMummwmodaMememmwsmapencyase
wSmJSeamNumMasammrﬁmhrbmthr&‘eWmm Fedm!:mg"—t-m

1The CSP provides a centralized locus for the storage and processing of statlstlcal data for
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internal CDC customers. The statistical tools are SAS and SAS-callable SUDAAN, but it is
possible that other applications may be added in future revisions of the platform.

The CSP system resides on a logically-isolated and firewalled network segment (VLAN).
SAS Data Sets and the supporting documents and scripts reside in SAN storage connected
to CSP Servers and in SQL databases located on the ITSO Consolidated SQL Platform.

*13. indicate if the systemfsmaran existing one being modified:
Existing

| *17. Does/Will the system callect, maintain (store), disseminate and/or pass through Pil within any database(s), record/(s), file(s) o website(s) hosted by this
system?

Note: This question seeks to identify any, and af!, personal information associated with the system. This includes any Pll, whether or not it is subject to the
Privacy Act, whether the individuals are empiloyees, the public, research subjects, or business partners, and whether provided voluntanly or collected by
mandate. Later questions will try to understand the character of the data and its appiicability to the requirements under the Privacy Act or other legisiation, If
the information contained in the systam ONLY represents federal contact data (i.e., federal contact name, federal address, federal phone number, and
federal email address), it does not gualify as P, according to the E-Government Act of 2002, and the response to Q.17 should be No (only the PIA
Summary is required). if the system contains a mixture of federal contact information and other types of Pll, the response to Q.17 should be Yes (full PIA is
required).

No !

17a. Is this a GSS PiA included for C&A purposes only, with no ownership of underlying application data? If the response to Q.17ais Yes, the responsa fo
Q.17 should be No and only the PIA Summary must be completed. TO EE DETERMINED AND COMPLETED BY OCISO ONLY!!!

|
|
| *19. Are reconds on the system retrieved by 1 or more Pl data elements?
|
|
'No
i *21. Is the system subject to the Privacy Act? (if the response to Q.19 is Yes, the response to Q.21 must bs Yes and a SORN number is required for Q.4)
'lN'o

“23. If the system shares or discioses Pll, please specify with whom and for what purpose(s):
No
“30. Please describe in detail: (1) The information the agency will collect, maintain, or disseminate (clearly state if the information contained in the system

ONLY represents federal contact data); (2) Why and for what purpose the agency will use the information; (3) Explicitly indicate whether the information
contains Pll; and (4) Whether submission of persanal information is voluntary or mandatory:

N/A
“31. Please describe in detail any processes in place to: (1) Notify and oblain consent from the individuats whose P is in the system when major changes |
occur fo the system (e.g., disclosure andlor data uses have changed since the notice at the time of the original collection); (2} Notify and obtain consent from f

individuals regarding what Pl is being collected from them; and (3) How the information will be used or shared. (Note: Please describe in what format
individuals will be given notice of consent [e.g., written notice, electronic notice, etc.]):

N/A T

*32. Does the system host 2 website? (Note: If the system hosts a website, the Website Hosting Practices section Is required to be completed regardiess of
the presence of PIi)

No
| “37. Does the website have any information or pages directed at children under the age of thirteen?
|

No

“50. Are thers policies or guidelines in place with regard to the retention and destruction of Pii7 (Refer to the C8A package and/or the Records Retention and
Destruction section in SORN)

|No
i *54. Briefly describe in detail how the Pil will be secured on the system using administrative, technical, and physical controls:
No

|
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APPROVAL/DEMOTION

Consolidated Statistical Platform (CSP)

Senior Official for Privacy Approval/Promotion or Demotion

Promotion/Demotion: PROMOTE
Comments:

_____| OPDIV Senior Official for Privacy or Designee Approval

Please print the PIA and obtain the endorsement of the reviewing official below. Once the signature has been collected,
retain a hard copy for the OPDIV's records. Submitting the PIA will indicate the reviewing official has endorsed it

'rmsmhasbeenmmmwmmwmmmmwwtumﬁd)@y

Name: %""‘7’ et pate: 30 August 2012
/

Name: Beveriy E. Walker
Date:

| Department Approval to Publish to the Web

Approved for web publishing

Date Published:

Publicly posted PIA URL or no PIA URL expianation:
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